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Wireless Communication Systems
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Abstract: To increase the number of wireless devices such as mobile or IoT terminals,
cryptosystems are essential for secure communications. In this regard, random number
generation is crucial because the appropriate function of cryptosystems relies on it to
work properly. This paper proposes a true random number generator (TRNG) method
capable of working in wireless communication systems. By embedding a TRNG in such
systems, no additional analog circuits are required and working conditions can be limited
as long as wireless communication systems are functioning properly, making TRNG
method cost effective. We also present some theoretical background and considerations.
We next conduct experimental verification, which strongly supports the viability of the
proposed method.

Keywords: Random Number Generator, Internet of Things (IoT), Radio Frequency
Identifier (RFID), Wireless Communication
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256 [kHz] X 600 [#/] = 307,200 [kByte] =
300,000 [KB)|DT —4MdbD. 22T, HEARE k|
1% 1,000 fEZERL, BAZTKB] % 1,024 [/3AH
ThH5D.

FH -
RF out . USBE
signal generator shieldbox fecHvEr  pe
Fig. 13 Experimental system
Table 2 Test conditions.
Transmiller
Signal generator Agilent E44328B |24]
Center frequency 923.6 MHz
Baseband signal PN9
Bandpass filter Root Nyquist with (.5 roll-off
Modulation QPSK
Symbol rate 128 kbaud
Qutput power Py —oodBm ~ 0dBm
Receiver
Device R820T |28]
Sampling frequency 256 kHz
Number of quantizing bits | 8 for each channel
Environment
Temperature 24°C
Mcasurcment duration 600 [s] cach for a fixed output power

4.2 HiTHRBLEAF—AIIWEST, A FVEL
WL D—lr o ANEDT 7 AV ENS.
SHIZ, T T VHEE Rt BT 272012,
I-Ch 6D X EQ-Ch/bDY D 2 5D —rr
AT 7AVHBERIND. ZIHD 3 DOT77A)L
DY AXIZIFT 18,750 [KB] (= 300,000 [KB] /
16) TH 5.

52 Z)LE WS

KRR ORI 1F R 2R T 572012,
Fig.13 |\ 9G53 AERDO M IV ~ILP, L&
TALENT- VRV DY R EDORGRE RO T.
ZZETIC, BHOESRRWEA, 2FD
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Pyt = —0 dBmbHES LTS, HIEFFFI,
MEE Ry ZINEE TS TRNG DEER/NTA—H
Thsd. ZEKIIBBNICHSEHEL T,
ADC §PHNDO A G E2 IR T5. A
TMEFBLIABRENGE, FIFHTERD. £D
%, MEE S IHISH, d Jo NELRBTw, ARkE
NDEE DT DEPNEAL T AR HEME N HD.
AIME B LIV PDRDE NG S, SRIIE %
ELLZETE WY, @i, LAyt —y
EEETHIEITFF RIS, 20X,
SR ARIIHT LWELE Z LB L LAV ATREB 23 V.
Fig.14 1%, RF OB EfLzLE0®E b
FO8 2 T TAAED T |xo|” + |yo| %701
rLTWD. FF ¥ Z 8 Bk ADC 23657280,
RRAEIZ27%? = 16384 ThHDH. ZOKIZLDHE,
LS NTAE B, Py = —20dBmD x| fin
m4s.
‘.c‘f 3 2 1

1000

"We

[xol” + el

'.3’ .

- 60 —50 —40 —30 -20 -10 0
output power Py, [dBm]

Fig. 14 Average squared signal property.

5.3 NIST #i&H&E

NIST HFHREIL, ToF b —r ADTH
LVEEFAM G 57280 D 15 DT ANE H THEERESN,
BEDOAN) — LB METHD. 5F ik
[30](p.2-23) IZ kX % &, A 72 < &t Maurer
®”Universal Statistical”f& & Clx, & AR —
LDORSIE 387,840 BN THLUENDD. —
HOTANTIE, HFAN —LDESA 106 By

SE55%5 15 2021

Table3  Block length for statistical tests.

Block Frequency, M 128
Non-Overlapping Template, m 9

Overlapping Template, m 9
Approximate Entropy, m 10
Serial, m 16

Linear Complexity, M 500

BT, KT ANABD P HEOSAE DL — %
B4 572012, P D P ELFHMEESND. P E
> 0.0001DBE, ¥ —r AT 120 L T
HERIRTZEMMTELMN, MEHHIICEROHHHE
RE/DHITIL, D7l 55 DARN — AEALELT
HERH5[30] (p.4-3).

Tabled  NIST satical tost resulty for sequences of X, ¥ und 7.

Pouwr | o0 | 60| 30| 40| 30| 20 -10] 0
Soq X | Tail | Pass | Pass | Pass | Pass | Fail | Fail | bwl
Scq. ¥ | Fail | Pass | Puss | Puss | Pass | Fail | Fail | Fail

Table §  Pass rate of failed statistical wests at P, = ~oo dBm for
soquences of X and Y, with the soquence of Z for reference.

Test itom | Frequency | Cum. Sums (F) | Cum. Sums (R)
Seq. X 139150 141150 138/150
Seq. ¥ 1337150 135150 135150
Seq, 7 148/150 147150 148/150

INODOBEEHERERIEAZZFEL T, MUY
— 4 A% 150 [ARY— 4] 1,024,000 [E7y M AR
U—2AlFE213 125 [KB /AN — LIz EIEShs.
TANTCERINZT a0y EOEKIE, TX3TD
EHESEEPANIC 25 I01CFR 3 IR T I
ESND.

BHLRWT VT L —h ey T T TANDG A,
m = IDLAITEKN 148 DT 7L —hiNtE
s, K77 — IR T RTOARN — AITxf
LCiHising. 148 [HOT 71— TR
TAN = ATHE A SNDE, AR — AR Y
2TV H L ThoTh, KT DHERNFET DT

Table 6  Minimum entropy with non-11D assumption results.

Pour dBm —60 -50

—00

—40 -30 -20 -10 0

Most Common Value
Collision

Markoy
Compression

-Tuple

LRS

Multi MCW

Lag

Multi MMC

LZ78Y

0.998798
0.966577
0.999036
1.000000
0.936758
0.999989
0.999621
0.999121
0.999043
0.998979

0.998768
0.966577
0.999109
1.000000
0.936758
0.995650
0.999470
0.999302
0.999382
0.998940

0.998575
0.966577
0.998852
1.000000
0.940114
0.999112
0.999005
0.999151
0.999266
0.998752

0.998845
0.977632
0.998803
1.000000
0.938417
0.997434
0.999895
0.998891
0.999249
0.998704

0.999083
0.955606
0.999193
1.000000
0.936758
0.999961

0.998671
0.955606
0.998847
1.000000
0.933552
0.999848
0.998892
0.998659
0.999110
0.998876

0.999132
0.955606
0.999475
1.000000
0.936758
0.987004
0.999143
0.999282
0.999394
0.999734

0.998974
0.977632
0.999327
1.000000
0.940114
0.995447
0.999275
0.998915
0.999665
0.999259

Min-entropy

0.936758

0.936758

0.940114

0.938417

0.933552

0.936758

0.940114

FTHAIELHERLTUA[30](p.2-26, p.2-37).
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R, 7oL —r T LT
0.0027 LHEESND. LIS T, AN —L0A
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WNCTUH B THH- T, 148 HOT 7L —hd
RCPEHENDE, WO DOT T L —hT AR
DI T HAREME R HH[31]. ZZ2TlE, 209
ZRRBUTED DD BT, DT, HatiREIC
148 fHDT > 7L — X CEEH L.

FATHIRRE TlX, 148 EOEHELR2NT T
—hoyF VT AN G T 13 [HOTANAEHD
150 fEDOARN) —2LDH B0 7l 144 {HOAR
— LA TDUNERDY, T H AT I AT —
AL T ANT S DTG AT — 2 al N T T AR
DD 2 SOTANMIITIRNIDOIERERH S, FLE X,
Y, Z OfERER 4 ([TELDT=. 22T, [B#IE
15 OT ANEH TR TR SN =282 ERL,
ENUANDEGE T TR GH ) L& 5.

Poyr = —0dBmDEE, FL 2 DO7 ANAH
(AW (£ /e ) T AN BEA T AB) 23R
AT, X EY O—F ARKKLE. Zhb0
HEREER 5 ITRL, Z2IRAICZ OV —Fr A%
R

155 AR ESNT A4 (Pyye > —0dBm), Pyyp =
—20dBmOE, Lo 2 >OFANER ST
12DTANAEATX LY D 2 5D —7 U AN
ORLT=. P,y = —0dBmDGZAED X Y O
U AD RO X, Ly —D ADC T
DIWANL L ThHEHRIEINDG. [FFL X

W x| ¥ |yl ' 1, Fig 14 lomd2REDEE O
FX N ThD. BRMITIE, Py = —0dBm
T |xo|” ~ |yol ~144THB. ZhiL, Z0BHA,
AN M AZXDNSTETH—F ¥ RMITLD
TAMIH G TERWIEEEWT D, — 7,
ADC TOAJHUEZL L fafIL TNDH7a,
Poue DRV EOIEENEEEIND. ZDOY—7r
VAZBALTIE, NIST #EHREIZT X TDP,y,
FIRIZEEL TS,

Fe, KT ANEHO P EOX)— A7 5
72O PIEZHER L. ZO8OEE TR~ /-X
N, PAEAS 0.0001 UL EDOFEITH —ThHER,
REND. FOFER, = AZIE, 1 ODBRE
EERWDCZOSMENT-7. 148 OIFEET
L—b=yF 7T ARD 1 O, Py = —20dBm
DFECOBRKET D, ZOBE, 2 SO EN
BExoD. RAIOBEBIZIA L~V Ofafnis
M, Py = =108 L N0dBmDIGA TH— T
ANMIAEH LTS, 2 SHIZL, aidd LI, &~
— AN ZT A BT T, 148 [HOT

VU — T RTCEM ISR W RTREE N D LS.
FERELT, BT — T3 WVEF 25703,
AL~ Rl TSRS IIEENLET
H%. RF ERIXZUEE RS20, ilH D
A CITAaFIIR ALV, BRIMIZFERHSN
DA NRBD.

5.4 /NI hOE—EEf

NIST SP800-90B [32liZfi T, A ks
ELE — AL Dfg/hrhae—d, 10 OHEE
FETIHID FEZHOTEHMEL . 6 10k R
T, TRTOP,,MEIZONWT, fi/hxrhe
v —1% t-Tuple #EEZ&> CREgkSiL5.  LLEID
#F7E[10]D 3 TI2LDE, RO FIED I /TR
T —1% 0.47 75 0.93 DFIPH THHEHEE SN T
WD, ZOTZEND, Frx OFERITHE TES.

6 FHam

ML ~Ld MSB Zffi 3 57Ek® TRNG
1%, THIFTREZ A R BSR4 FTREZR IRV BRSN T D
Enbs. RIS, RimsSCTlE, B AT A
DR DOHEEL LD LSB (2 H:-5< TRNG #£%
BEL, O AWGN 57 /L CZ0 iikxiE
iml, — A7 G B A FH L7 S 7o Bl s
BV OMNDOFEFHIRE TE Dg/hmrhae’ —
ZaHmL 7.

PERINT-HIEE, BINORIEEEALENIEEA
ETRN T2, HER R ~ DML IAZZIE L TV,
2 — PRI TR, Wi FOw Y
— g Ao/ ToT MR, 28N i=J7
EOHFELWT TV r—ar bl Thsd. %15
BV IVTEBELOILERHDHH, NIST #
FHT AR R/ b aE —HEE OFE RITDR B
IR/ T—< AR LT, ATMEEL-ULR
D70 E WA (BRI AETHRREER D) ,
BRI ZEHETEATEY, HEHRTEXRW. o
BA, BREE Y AT AO— R 72 BEL LT,
AT TSN WMZEE LW 2D, mAklE
HUWELEALELLRY., Zhb0HE R, 17
ZE7- TRNG A% — LN BT h B>
R THHIEERLTWNA.

HiEF
ZOBFEIX, B AN IR L R B A B
25330157 DX EEZZITELT-. EH 1L, XOR ##
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